
OUR MISSION
Fortalice Brings Together The Sharpest Minds In Cyber Security To Protect People, 

Business And Nations From The World’s Most Sophisticated Adversaries.

I often get asked, "What do you use at home 
to protect your family?"  Enclosed are some 
of my favorite products to use.  Although 
NOTHING on the marketplace is 100% 
bulletproof, many of these tools do their 
best to protect you and what matters most.  
To stay abreast of the cybercrime trends 
and easy tips to protect yourself from them, 
sign up for our newsletter at 
Bonus@FortaliceSolutions.com .

Email:  Use two factor authentication for all mail.  
For sensitive matters, try the Proton Mail service 
at:  https://mail.protonmail.com

Virtual Private Network:  Proton Mail offers a 
free tool.  Another option is the low cost VPN 
Disconnect at:  https://disconnect.me

Private web surfing is possible using some free 
tools to your web browser.  I like Ghostery 
https://www.ghostery.com and Privacy Badger 
https://www.eff.org/privacybadger 

Encrypted texting is often a safer option.  Try 
services such as Threema https://threema.ch/
en or Signal which also has encrypted phone 
calls https://signal.org. 

Links and attachments can be full of 
boobytraps.  Before clicking on a link or 
opening an attachment, use VirusTotal which 
will scan more than 50 sources and will tell you 
if the link or file might be bad.  https://
www.virustotal.com 

Consider hiding your real cell phone number by 
giving out another number that you forward to 
your phone.  Try Google voice https://
voice.google.com or Talkatone http://
www.talkatone.com

At Fortalice, your cyber security comes first. We are former White House cyber 
operatives and national security veterans who have honed our craft 

protecting people, business, and nations for decades. Our approach is 
deceptively simple. We outthink and outmaneuver. We deliver analysis, training, 
action, transparency and creative problem solving to keep what matters most 
to you safe. From deterring to detecting, monitoring to thwarting, we are more 

than a line of defense. Fortalice means fortress.

fortalicesolutions.com ★ watchmen@fortalicesolutions.com ★ 877.487.8160

From the Desk of Theresa Payton



CLIENT ADVISORY  

 

 

  

 

F O R T A L I C E  C L I E N T  A D V I S O R Y   
 

 
 

 



CLIENT ADVISORY  

 

 

 

    
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 

 
 

Executive 
Summary 

 
 
 

 

 

 

 
WHAT HAPPENED AT EQUIFAX? 
 

By now, you have likely heard about the 
cyber incident announced by Equifax 
yesterday, September 7th, 2017.  You can 
read the full release from Equifax here 
(https://www.equifaxsecurity2017.com). 
This advisory summarizes our thoughts on 
this incident.  
 

§ 143 million Equifax customers 
have likely been affected by this 
breach. 

§ This breach includes names, 
Social Security numbers, birth 
dates, addresses and, in some 
instances, driver’s license 
numbers. 

§ Equifax is working with state, local 
and federal regulatory industries 
to assess the damage and find 
justice.  
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EQUIFAX DATA BREACH 
 
FIRST, this was a breach that provided an outside party with access to a significant 
data set held by Equifax. In the public press release, Equifax states that this was an 
incident “potentially impacting approximately 143 million U.S. consumers.” 
If that sounds like an incredibly large number, it is. Considering that in 2016 the United 
States had a population of approximately 323 million people this estimation means 
that three out of every four adults in the US are potentially impacted by this breach.   
 
SECOND, the data breach contains sensitive information. According to the release, 
the data to which the attackers gained access “includes names, Social Security 
numbers, birth dates, addresses and, in some instances, driver’s license numbers.” 
Probably less interesting to most readers, but something significant is this line in their 
notification, “Equifax also is in the process of contacting U.S. state and federal 
regulators and has sent written notifications to all U.S. state attorneys general, which 
includes Equifax contact information for regulatory inquiries.” This sounds like boring, 
legal jargon, but the United States is a country that does not have a national data 
breach law.  This means that 48 states – that is every state except for South Dakota and 
Alabama – each has their own law and requirements for a company when a data breach 
affects residents of that state. Think about the scale and complexity of the effort faced 
by Equifax working with every individual state to follow the letter of the law in each and 
every location. In addition, many of these states have provisions that allow residents to 
sue companies when such an event occurs. Let me be clear, we are only seeing the tip 
of the iceberg on this incident and it is going to be a significant event for the future of 
cyber security in the United States. 
 

THIRD, to date there has been very little data released about the details of the 
breach, this is to be expected. According to the press release, the breach occurred in 
Mid-May and was discovered on July 29th. Most readers will probably be surprised 
that notification of the general public occurred today, over 30 days later, but they 
shouldn’t be. Following the discovery of the breach, an outside firm was likely brought 
in to perform forensics. This process was not a short one and likely took a minimum of 
a week or two. Once a breach is confirmed, many states require a notification within 30 
days. This indicates that this breach was likely confirmed internally on or around August 
8th, 10 days after it was discovered. The data accessed, according to the press release, 

HIGHLIGHTS 
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was “certain files,” while CEO of Equifax states in his video message it was “data 
files.”  These files were accessed through a method broadly defined as “a U.S. website 
application vulnerability.”  
 
In addition they are claiming that they “found no evidence of unauthorized activity on 
Equifax’s core consumer or commercial credit reporting databases.”  This final 
statement likely means one of two things. Either (A) the attackers were able to exploit 
something such as a SQL Injection to pull data from servers and didn’t gain access to 
the systems themselves or (B) Equifax may not have been storing the data necessary to 
“find” evidence of such activities and therefore can make this claim. 
 

FINALLY, it is important to note the actions being taken by Equifax following a 
breach. Equifax is smart to be following industry best practices for what to do following 
a breach, as such they have begun the following: 

• Engaged a firm to perform a forensics review 
• Established a website to provide monitoring services to their customers 
• Established a call center to support concerned customers 
• Sent written notifications to all affected 
• Working with law enforcement 
• Notified U.S. state and federal regulators 
• Notified all U.S. state attorneys general 

 
It is clear that the scope and scale of the actions required by Equifax following this 
incident are staggering and the costs associated with this response are going to be 
enormous. For perspective, the Home Depot breach in 2014 likely cost the company 
around $179M and that breach only affected 50 million credit card numbers and 
around 53 million email addresses.1 
 

 
 
 

 
 
 

 
 

                                                
1	https://www.webtitan.com/blog/cost-retail-data-breach-179-million-home-depot/	
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SO THE REAL QUESTION IS WHAT DOES THIS BREACH MEAN TO YOU? 
 

FIRST, it is more likely than not that your personal information was included in this 
breach. If attackers use this information, they could attempt identity theft or other 
scams. You should make sure that you are monitoring your credit files at the credit 
bureaus and monitor your credit cards and bank accounts for suspicious activities. 
Fortunately, Equifax will provide this for free for a year to all affected - it’s the least they 
can do.  
 

SECOND, it is very highly likely that other scammers will exploit this event to try to 
capture your information. Never give your personal information to anyone over the 
phone or to a website that you have not verified as being legitimate. If you are told to 
visit a website in response to a breach (such as Equifax’s own website for this incident: 
www.equifaxsecurity2017.com) never click on a link in an e-mail to that website. It is 
better to cut and paste the domain name or manually type the domain name in the 
browser.   
 
We have already seen indications that spammers have shown interest in this event. For 
example, the domain name released by Equifax was registered on the 22nd of August, 
however many variants of that domain name were registered today by a different 
service, likely on behalf of Equifax. This delay is likely the result of some form of an 
oversight by the company in not considering the fact that a good attacker could use 
the domain name “equifaxsecuvity2017.com” to trick unwitting customers; notice the 
“v” instead of the “r” in security.  Our assumption was that Equifax’s mass registration 
of these variants was in response to an individual registering the name 
“equifoxsecurity2017.com.” Interestingly enough, visiting that url brings up a website 
that tells the user “You're probably looking for https://www.equifaxsecurity2017.com/” 
and then asks the question “Why was I able to register this after the Equifax breach 
announcement??” 
 

FINALLY, you should certainly be considering if your own infrastructure is exposed to 
an attack and if you have adequate protections in place. Of course, being a Fortalice 
client is a great start!   
 

REALITY CHECK 
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You should also consider if you are prepared to respond in the event a data breach 
occurs within your company or organization. A good way to evaluate your 
preparedness is to get into a room with your leadership team and to walk through what 
would happen if you discovered a data breach. Here are some key questions to 
consider: 
 

1. Who would be responsible for managing the incident? 
2. Who would support the forensics and analysis? 
3. What data are you collecting that could help determine the breadth of the 

attack? 
4. Is your law firm prepared to support you? 
5. Do you know who to contact in law enforcement? 
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We are here to help you protect your business. If you are worried your team will not have 
time to do some or many of these important steps, give us a call. Fortalice is highly skilled 
in disaster recovery, incident response exercises and cyber risk assessment and we are 
standing by to aid you and your team in assessing the fallout from this breach. 
 
If you have any questions about implementing these steps, please call us for a no-cost 
consultative discussion. Fortalice is currently assisting clients with their strategies and is 
ready assist you.   
 
Contact: Mike Holland 
Executive Vice President of Business Development 
mholland@fortalicesolutions.com 
877.487.8160 
 
 
 
 
 
 
 
 
 
 
 
 
 
   

 

CONTACT FORTALICE  
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FO R T A L I C E  CL I E N T  A D V I S O R Y 

THE EQUIFAX BREACH: 
NEXT STEPS TO SECURE 
YOUR ASSETS 
SEPTEMBER 12, 2017 
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EQUIFAX: What Now? 
 

 
 
 

Executive 
Summary 

It’s likely your sensitive information – along 
with most American consumers - was 
included in the recent Equifax breach. 
Fortalice is vigilantly watching for signs of 
such attacks amongst our customers and this 
advisory, we recommend 7 key steps for a 
layered defense: 

1. Freeze your Credit Files 
2. Sign up for Fraud Alerts 
3. Change Passwords 
4. Enable Two-Factor Authentication 
5. Sign up for Credit Monitoring 
6. Regularly Monitor Your Accounts 
7. File Your Taxes Early 
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Following the Fortalice Client Advisory issued on September 8th, the action plan below will help you to protect your financial data 
and sensitive personal information from cyber criminals and also help to better prepare you for the next cyberattack. 
 
Note: If you decide to access the Equifax site to determine if your information was exposed, ensure that you’re on a secure 
computer and using an encrypted network connection before – and any time – you enter your Social Security Number.  

1. Freeze Your Credit Files: With your sensitive information potentially being sold on the dark web as you read this, you 
should consider putting a freeze on your credit files. While credit freezes are cumbersome, they are significantly safer than 
simple credit monitoring, and make it more difficult for someone to open a new account in your name. A credit freeze won’t 

prevent a criminal from making charges to your existing accounts. Freezing your credit reports at all three major bureaus, 
Equifax, TransUnion, and Experian typically cost $3 to $10 per bureau to place and remove. Make sure you keep your credit 
freeze confirmation letter containing the unique PIN or password - you’ll need it if you choose to lift the freeze. If you decide 
not to place a credit freeze, at least consider placing a fraud alert at all three bureaus. 

2. Sign up for Fraud Alerts: Fraud alerts are free, but they don't lock down your credit. Potential creditors should contact you 
to verify your identify any time you (or a thief) tries to open a new account. A basic fraud alert expires after 90 days, which 
means you’ll need to be proactive in renewing them. You should also access your free annual credit report to check for any 
irregularities at annualcreditreport.com. 

3. Change passwords: Change the passwords to your financial accounts and avoid repurposing the same passwords across 
multiple accounts. Use a password manager such as LastPass.com to generate random passwords and make them at least 
18 characters long. Check the site HaveIBeenPwned.com which will let you know which accounts may have been 
compromised in other recent breaches.   

4. Enable Two-factor Authentication. Enabling two-factor authentication (2FA) on every account that supports it. Two-factor 
provides another layer of defense against a criminal compromising your accounts. 

5. Sign up for Credit Monitoring: Credit monitoring services don’t protect you against identity theft, but they serve as a 
secondary barrier to exploitation. Whether or not your information was exposed by the breach, you can get a year of free 
credit monitoring from Equifax –you have until November 21, 2017 to enroll.  Keep in mind that many credit-card companies 
and other financial organizations now offer free monthly or quarterly credit reports.  

6. Regularly Monitor Your Financial Accounts: The Equifax breach is massive and will have long-term impacts on many 
consumers. Criminals can be patient – willing to wait until the attention to the breach dies down before they make their move. 
Just because you don’t see any criminal activity on your accounts immediately, doesn’t mean you haven’t been 
compromised. Diligently monitoring your accounts and financial statements on a regular basis can enable you to respond 
immediately to any suspicious activity. 

7. File Your Taxes Early: File your taxes as soon as you have the necessary information. Criminals may attempt to use stolen 
social security numbers to file fraudulent tax returns and receive refunds. Prevent this by filing your taxes early. Reference 
the IRS’s guide at https://www.irs.gov/newsroom/taxpayer-guide-to-identity-theft for additional information. 

 
 
 

HOW TO PROTECT YOURSELF 
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The Equifax breach should serve as a critical reminder on the importance of securing your organization’s sensitive data. Here 
are recaps: 

1. Patch Religiously: An unpatched system leaves your business and data vulnerable to exploitation by hackers. Patch 
regularly to thwart most attacks. 

2. Educate Employees: One of the most significant ways to protect data is ensuring your employees understand the 
risks associated with mishandling it and are consistently working to secure the sensitive information. 

3. Minimize Retention and Access: Avoid collecting sensitive information that you may not need, ensure that if you 
do retain it, you also limit the number of personnel with access to the data and purge the information when it is no 
longer needed. 

4. Conduct Periodic Risk Assessments: With periodic assessments, you can evaluate new or emerging areas of 
concern for potential security risks. Also make sure your cybersecurity policies are consistently updated.  

5. Plan Your Incident Response: Incorporate data loss prevention procedures into your Incident Response Plan and 
regularly exercise simulated forensics scenarios to enable your team to adeptly respond during high-pressure 
situations. 

 

 
If your information was compromised or you want additional information about securing your data, reach out to us at 
watchmen@fortalicesolutions.com or visit the Identity Theft Resource Center at http://www.idtheftcenter.org for free information and 
services.  

CONTACT FORTALICE  

HOW TO PROTECT YOUR BUSINESS 
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WHO IS IN CHARGE OF OFFICE 
CYBERSECURITY OVERSIGHT? 
Determine before a cyber attack who has 
jurisdiction over cybersecurity for your 
organization. Make sure chains of command are 
clear so that in the event of a breach, you can 
focus on fixing the problem, not who is fixing the 
problem.  

WHAT ARE OUR TOP MOST CRITICAL 
ASSETS? 
Organizations should prioritize their top 2 or 3 
critical assets and vigorously defend those 
against adversaries. Not all data is created equal.  

HOW DO WE EDUCATE OUR TEAM? 
Training your employees is crucial to creating a 
culture of cyber awareness and transparency. 

Develop breach response exercises that teach 
employees how to handle a cyber attack.  

HOW WILL WE HANDLE A BREACH? 
External response is crucial when reacting to a 
cyber attack or data breach. Determine if you 
will work with the proper authorities and how 
you will communicate to your customers.  

WHAT IS OUR CYBER FOOTPRINT? 
Organizations should do a full scale review of 
their cyber footprint - to include employee 
habits and behaviors, customer assistance 
methods (do you only use social media to 
contact customers?), and the technologies you 
use on a daily basis to conduct business.  

 

At Fortalice, your cyber security comes first. We are former White House cyber 
operatives and national security veterans who have honed our craft 

protecting people, business, and nations for decades. Our approach is 
deceptively simple. We outthink and outmaneuver. We deliver analysis, training, 
action, transparency and creative problem solving to keep what matters most 
to you safe. From deterring to detecting, monitoring to thwarting, we are more 

than a line of defense. Fortalice means fortress.

fortalicesolutions.com ★ watchmen@fortalicesolutions.com ★ 877.487.8160

TOP 5 QUESTIONS BUSINESS SHOULD ASK:
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HIDE OR SEGMENT YOUR WIFI 
Hiding your wifi makes it harder for hackers to gain 
access to your business or home wifi. You can work 
with your internet provider to hide your wifi. Also 
segment data to different wifi networks - so your IoT 
devices are put on one vs sensitive company or 
personal data.  

PROTECT YOURSELF WHEN TRAVELING 
Consider getting a burner phone and email when you 
travel internationally. Make sure you are not accessing 
company information overseas, and only operate on 
that burner email and phone.  

USE THE RIGHT TOOLS 
Use VPN when accessing hotel or restaurant free wifi 
as this provides an extra layer of security when using 
an unknown network. Use encrypted apps like proton 

mail or Signal to communicate confidentially and 
securely.  

SEGREGATE YOUR EMAIL 
Use different email addresses to access different 
areas online. Use one email for financial information, 
one for online shopping, and one for browsing. This 
provides extra protection for your information and 
makes it harder for adversaries to ever get all your 
information at once.   

KEEP YOUR CELL PHONE NUMBER 
PRIVATE 
Consider signing up for a free Google Voice number 
and only give that number out when doing business 
or shopping, Have that number printed on your 
business cards instead of your personal cell phone, 
Only give your personal number to trusted friends 
and colleagues.  

At Fortalice, your cyber security comes first. We are former White House cyber 
operatives and national security veterans who have honed our craft 

protecting people, business, and nations for decades. Our approach is 
deceptively simple. We outthink and outmaneuver. We deliver analysis, training, 
action, transparency and creative problem solving to keep what matters most 
to you safe. From deterring to detecting, monitoring to thwarting, we are more 

than a line of defense. Fortalice means fortress.

fortalicesolutions.com ★ watchmen@fortalicesolutions.com ★ 877.487.8160

FORTALICE FIX: TOP CYBER SAFETY TIPS



Traveling domestically or internationally on business can present a series of 
challenges for travelers that want to protect their privacy and security. You don’t 
want to look like a gadget geek or be inconvenienced, by following just a few of 
these tips, you will protect your business better & your own personal safety and 

privacy.

NO FREE WIFI 
Never use free WiFi when conducting 
sensitive and confidential transactions. The 
alternative is to travel with a portable hot 
spot or to use your cell phone as your own 
WiFi connection. This is often available on 
your smart phone as a hard wire option by 
plugging your phone into your laptop or by 
setting up a secure WiFi spot. 

SECURE YOUR COMMUNICATIONS 
Consider encrypted texting, calling and 
email apps to secure your conversations. 
Some examples are: Signal, Threema. They 
are incredibly easy to use!  

PROTECT AND ENCRYPT PASSWORDS 
Call your device manufacture to ask them 
how to enable encryption and password 
protection. Consider implementing 2 factor 
authentication for log ins on your devices by 
implementing another key. Use two factor 
authentication on all work and personal apps 

and email addresses as much as possible. If 
you have someone steal your credentials 
while you are traveling, unless they have 
your smart phone, they will not have that 
code to get into your accounts.    

REALIZE YOU’RE ALWAYS A TARGET  
Business travelers are a target. Do not leave 
your digital devices in your hotel room or 
even your safe. Keep them on your person or 
travel with a strong combination lock.  

DEFENSE IS THE BEST OFFENSE 
Use up-to-date protections by updating your 
operating system and your web browsers 
before you leave. Also make sure you have 
the latest versions of your antivirus, anti 
malware and anti spyware turned on.  

NOTE: If you are an international traveler, 
visit www.osac.gov for security news and 
reports for the country(s) you plan to visit. 

At Fortalice, your cyber security comes first. We are former White House cyber operatives and national security 

veterans who have honed our craft protecting people, business, and nations for decades. Our approach is 
deceptively simple. We outthink and outmaneuver. We deliver analysis, training, action, transparency and 

creative problem solving to keep what matters most to you safe. From deterring to detecting, monitoring to 
thwarting, we are more than a line of defense. Fortalice means fortress.

fortalicesolutions.com ★ watchmen@fortalicesolutions.com ★ 877.487.8160

THE FORTALICE FIX: TRAVEL ADVISORY



Discussions are underway both in the U.S. and in the U.K. 
to expand the laptop ban currently in place between their 
countries and Middle East countries: Egypt, Jordan, Qatar, 
Kuwait, Morocco, United Arab Emirates, Saudi Arabia, and 
Turkey. The current ban requires that travelers departing 

from several Middle East countries pack their laptops, 
tablets, game consoles, digital cameras, and other larger 

devices in their checked luggage.  

NO LAPTOP? NO PROBLEM 
Check the airlines you are flying on for 
alternatives, for example:  (1) Some 
airlines, like Qatar, are providing 
complimentary laptops to premium-class 
passengers; (2) Emirates Airline has 
introduced a laptop-handling service; (3) 
Etihad Airlines is offering free Wi-Fi for 
your smart phone. 

INVEST IN SPECIAL LUGGAGE 
Buy transparent, tamper proof bags that 
your devices will fit into, it may deter 
security from accessing your device.  

TURN YOUR DEVICE INTO A 
LAPTOP 
Purchase a portable keyboard for your 
phone so you can turn your smartphone 
into a laptop. 

LESS IS MORE 
Consider purchasing a less expensive 
travel laptop and do not store data on 
the laptop. Store important data on a 
portable & encrypted thumb-drive or on 
a cloud service. Be sure to protect 
everything with strong passwords and 
two factor authentication.   
 
SECURE YOUR DEVICES 

Install anti-theft software and features 
on your devices. Some examples are:  
Find My “laptop” (both Droid and Apple 
have these) and apps such as Prey or 
Find My Mac allow you  to track where 
your laptop is, and if needed, to lock it 
and erase it’s data. You may also want to 
consider attaching an RFID tracker such 
as Tile. 

fortalicesolutions.com ★ watchmen@fortalicesolutions.com ★ 877.487.8160

INTERNATIONAL TRAVEL NOTICE! 

NOTE: U.S., Department of Homeland Security (DHS) guidance states that nothing “larger than a smartphone” can be 
carried onboard, but the agency is vague about the dimensions. As of this writing, the ban only exists on travel from the 
countries listed above, however the US may expand the ban to all international flights regardless of origin. 
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Ransomware: What is it? 

 

A new brand of security disaster has threatened the 
cyber world. Ransomware, an opportunistic brand 
of malware, has become an extraordinary threat to 
U.S. businesses and individuals over the course of 
the last few years.  
 
In 2017, a ransomware attack on FedEx’s Dutch 
units cut its’ profit by 79 cents per share, leaving a 
negative financial impact on the company almost 
40 times worse than that of Hurricane Harveyi. 
Between July 2015 and July 2016, researchers 
found that 133 healthcare organizations, 115 
finance organizations, and 67 government 
organizations (including law enforcement groups 
and federal agencies) had ransomware on their 
corporate networks.ii 
 
Recently, some variants of the malware have 
expanded to include data exfiltration, participation 
in Denial of Service attacks (DDoS), and anti-
detection componentsiii. Others now target smart 
phones and other personal Internet of Things (IoT) 
devices.  
 
Unfortunately, human error – such as clicking on a 
link embedded in a phishing e-mail or browsing an 
infected site – is most commonly to blame for the 
infiltration of ransomware into systems. Victims are 
generally chosen at random and risk losing far 
more than data in the event of an attack: they may 
experience financial loss as a result of paying 
ransoms and legal fees, hiring third-party experts, 
lost productivity, etc. On average, ransomware 
creators earned profits of $1,077 per victim in 2017 
– a 266% increase from 2015, when authors only 
profited about $295 per victim.iv 
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In a ransomware attack, data on the victim’s computer is locked, typically by 
encryption. The threat actor then requires a ransom – usually in the form of bitcoin, or 
some other form of virtual currency, to maintain anonymity on behalf of the hacker. 
Unlike other types of hack attacks, victims are usually made aware of the breach by the 
hackers themselves, and informed their files will only be unlocked and decrypted when 
the described fee is paid. Upon receiving payment, the attacker typically provides a 
key which should decrypt the user’s files. 
 

 
In 2017, a large, global malware attack affected multiple organizations around the 
world. The ransomware named “WannaCry” was a malicious code introduced to 
networks via a phishing email which contained a Word attachment with an encrypted 
archive. Developers of the ransomware were able to use a tool developed by a 
National Security Agency to exploit vulnerabilities in Microsoft Windows XP.  
 
WannaCry infected more than 200,000 computers worldwidev. The American software 
Symantec observed 22 million attempts to infect machines and, at one point, was 
blocking a whopping 200k attacks per hourvi. Once opened, the ransomware spread 
quickly and typically demanded ransoms of around $300 bitcoinvii. Total overall losses 
were estimated to be in the billions, making it one of the most damaging incidents 
involving ransomware to ever occur. Shockingly, this incident could have been largely 
prevented: a solution to fix the vulnerability had previously been released by Microsoft, 
however, most organizations opted out of updating their systems. 
 

 
1. Backup Data 
Ransomware attacks prey on the unfortunate fact that many individuals and 
organizations neglect to backup websites and data, so if it becomes encrypted and 
held for ransom, the victim is at the mercy of the attacker. Having backups gives the 

FOR EXAMPLE… 

TIPS 

HOW DOES IT WORK? 
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victim an opportunity to restore the data that has been encrypted without having to 
pay the ransom or running the risk of having corrupted data returned to them after 
decryption.  

 
2. Don’t pay the ransom  
Paying the ransom only provides more incentive for these types of attacks. Also, even if 
you pay the ransom, there is no guarantee your files will come back undamaged, if at 
all. One-in-five small to medium-sized businesses did not get their data back after 
financially complying with hackers.viii 
 
3. Contact No More Ransom 
Law enforcement and security researchers have joined forces to help people who have 
been attacked by ransomware get their data back from criminals without paying a 
dime. Developed through a collaboration between Europol, the Dutch police, 
Kaspersky and McAfee, No More Ransom offers a website with links to decryption 
codes for a number of various ransomware strains.  
 
4. Train employees 
Make sure staff is thoroughly trained to avoid pitfalls like falling prey to social 
engineering, or phishing e-mails, and urge them to avoid clicking unknown links or 
visiting unknown websites. Let them know the importance of reporting suspicious e-
mails as soon as possible, as well as who said emails should be reported to.  
 
5. Be cautious with personal information  
Never provide sensitive data via text, e-mail or any other form of electronic messaging, 
and be wary of unsolicited phone calls.  

 
6. Keep systems patched  
Ensure you’ve patched all systems in your network, including all mobile devices, 
software, operating systems and applications, including cloud locations and content 
management systems (CMS). 
 
7. Segment networks 
Organize and separate data to limit the amount of data a ransomware attack will be 
able to access, in the event of a breach.  

 
8. Monitor third parties 
Vet who has access to your company’s network and ensure third parties are vigilant in 
keeping up with the best cybersecurity practices. Restrict access to common 
ransomware entry points, like personal e-mail and social media accounts. 
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9. Use reliable anti-virus software and a firewall 
Maintain a fortified firewall and enlist a well-known, proven, and current security 
software. 
 
10. Use a VPN 
When accessing public Wi-Fi, always use a virtual private network (VPN). This prevents 
other malicious actors on the same network from gaining access to your information 
and/or credentials.  
 

 
Contact Fortalice 

 

Fortalice Solutions, LLC. remains the cybersecurity and intelligence operations expert 
companies and people turn to regarding efforts to strengthen their privacy and 
cybersecurity. If you’d like to step up your cybersecurity defenses or need help 
complying with existing or future regulations, give us a call. We are highly skilled in 
disaster planning and recovery, incident response exercises and cyber risk assessment 
and we are standing by to aid you and your team.  
Contact: Mike Holland 
Executive Vice President of Business Development 
mholland@fortalicesolutions.com 
877.487.8160 
 
 
 
 
 
 
 
 

i	https://www.insurancejournal.com/news/national/2017/09/20/464842.htm	
ii	https://info.bitsighttech.com/bitsight-insights-ransomware	
iii	https://www.cisecurity.org/ransomware-facts-threats-and-countermeasures/	
iv	https://www.symantec.com/about/newsroom/press-kits/istr-22?om_ext_cid=biz_social_pr_vanity-istr22-press-kit	
v	https://www.cbsnews.com/news/wannacry-ransomware-attacks-wannacry-virus-losses/	
vi	https://www.cbsnews.com/news/wannacry-ransomware-attacks-wannacry-virus-losses/	
vii	https://securelist.com/kaspersky-security-bulletin-2016-story-of-the-year/76757/	
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