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Source: Centurion Payments

What are 
my 

information 
ASSETS?

Which info 
assets are 

VALUABLE?

Which info 
assets are 

SENSITIVE?

Where are 
my info 
assets 

stored?

What are 
my RISKS?

How do I 
REDUCE 

RISK?
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Source: Verizon DBIR 2019

Source: Verizon DBIR 2019
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Source: Verizon DBIR 2019

Summary: Data breaches continue to make headlines around 
the world. Seemingly, no matter what defensive measures 
security professionals put in place, attackers are able to 
circumvent them. No organization is too large or too small to 
fall victim to a data breach. No industry vertical is immune to 
attack. Regardless of the type or amount of your organization’s 
data, there is someone out there who is trying to steal it. 
Having a sound understanding of the threats you and your peer 
organizations face, how they have evolved over time, and which 
tactics are most likely to be utilized can prepare you to manage 
these risks more effectively and efficiently.

Source: Verizon DBIR 2019
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Source: Verizon DBIR 2019

Verizon 2019 DBIR – Key Takeaways

• Take Me To Your Leader
• Get Out of My Cloud
• What a Tangled Web We Weave
• Still Held For Ransom
• Chip and Pin For the Win?
• HR Strikes Back
• I Click, Therefore I Am
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Source: https://iapp.org/media/pdf/State_Comp_Privacy_Law.pdf
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Alert (AA19-168A)
Microsoft Operating Systems BlueKeep Vulnerability
Original release date: June 17, 2019

Summary
The Cybersecurity and Infrastructure Security Agency (CISA) is issuing this Activity Alert to 
provide information on a vulnerability, known as “BlueKeep,” that exists in the following 
Microsoft Windows Operating Systems (OSs), including both 32- and 64-bit versions, as well as 
all Service Pack versions:

•Windows 2000
•Windows Vista
•Windows XP
•Windows 7
•Windows Server 2003
•Windows Server 2003 R2
•Windows Server 2008
•Windows Server 2008 R2

An attacker can exploit this vulnerability to take control of an affected system. 

Technical Details
BlueKeep (CVE-2019-0708) exists within the Remote Desktop Protocol (RDP) used by the 
Microsoft Windows OSs listed above. An attacker can exploit this vulnerability to perform 
remote code execution on an unprotected system.

According to Microsoft, an attacker can send specially crafted packets to one of these 
operating systems that has RDP enabled. After successfully sending the packets, the 
attacker would have the ability to perform a number of actions: adding accounts with full 
user rights; viewing, changing, or deleting data; or installing programs. This exploit, which 
requires no user interaction, must occur before authentication to be successful.

BlueKeep is considered “wormable” because malware exploiting this vulnerability on a 
system could propagate to other vulnerable systems; thus, a BlueKeep exploit would be 
capable of rapidly spreading in a fashion similar to the WannaCry malware attacks of 
2017.
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Mitigations
CISA encourages users and administrators review the Microsoft Security Advisory and 
the Microsoft Customer Guidance for CVE-2019-0708 and apply the appropriate 
mitigation measures as soon as possible:

•Install available patches. Microsoft has released security updates to patch this 
vulnerability. Microsoft has also released patches for a number of OSs that are no longer 
officially supported, including Windows Vista, Windows XP, and Windows Server 2003. As 
always, CISA encourages users and administrators to test patches before installation.

For OSs that do not have patches or systems that cannot be patched, other mitigation 
steps can be used to help protect against BlueKeep:
•Upgrade end-of-life (EOL) OSs. Consider upgrading any EOL OSs no longer supported 
by Microsoft to a newer, supported OS, such as Windows 10.
•Disable unnecessary services. Disable services not being used by the OS. This best 
practice limits exposure to vulnerabilities. 
•Enable Network Level Authentication. Enable Network Level Authentication in 
Windows 7, Windows Server 2008, and Windows Server 2008 R2. Doing so forces a session 
request to be authenticated and effectively mitigates against BlueKeep, as exploit of the 
vulnerability requires an unauthenticated session.
•Block Transmission Control Protocol (TCP) port 3389 at the enterprise perimeter 
firewall. Because port 3389 is used to initiate an RDP session, blocking it prevents an 
attacker from exploiting BlueKeep from outside the user’s network. However, this will 
block legitimate RDP sessions and may not prevent unauthenticated sessions from being 
initiated inside a network.
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• Black-box: the entity provides no information prior to the start of 
testing. 

• White-box: the entity may provide the penetration tester with full 
and complete details of the network and applications. 

• Grey-box: the entity may provide partial details of the target systems. 

PCI DSS penetration tests are typically performed as either white-box or grey-box 
assessments. These types of assessments yield more accurate results and 
provide a more comprehensive test of the security posture of the environment 
than a pure black-box assessment. Black-box assessments offer very little in the 
way of value for PCI DSS penetration tests, since the entity provides no details of 
the target systems prior to the start of the test, the test may require more time, 
money, and resources to perform. Source: PCI Security Standards Council

Source: PCI Security Standards Council
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Source: https://www.optiv.com/blog/pci-dss-the-30-day-patch-rule

A vulnerability management program typically consists of the following steps:

• Identify vulnerabilities through vulnerability scanning and penetration 
testing.

• Identify patches for vulnerabilities from vendor announcements.
• If a patch is not available, develop mitigation plan to mitigate the risk of not 

having a patch.
• Review vulnerabilities and adjust CVSS scores based on applicability to 

organization’s environment.
• Test patches.
• If a patch fails testing, develop mitigation plan to mitigate the risk of not 

being able to apply the patch.
• Patch systems with compatible patches and implement mitigation plans for 

patches that cannot be applied.

How to mitigate vulnerabilities?

• Create or tweak your log analysis rules to look for any indications that the risk 
is being exploited.

• Use a white or blacklisting application to monitor for any changes to the 
device.

• Use host intrusion detection system (HIDS) to monitor for exploits.
• Further lock down firewall rules to restrict access to suspect IP addresses used 

by exploits.
• Make sure that your detection processes function in near real time so that you 

are getting notification as soon as possible. Waiting for a daily or even weekly 
review of information generated by these mitigation techniques is just too late 
since the compromise will likely be long over by that time.

Source: https://www.optiv.com/blog/pci-dss-the-30-day-patch-rule
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• LOTS of options, ranging from free to very expensive
• Business versions of consumer-oriented products
• Multi-function endpoint-protection suites – hosted or on-premise
• Windows Defender is getting better, but all top 3rd-party products

outperform it (according to PC Magazine 2019 review)
• Lots of variability in features
• Parallel point products such as anti-ransomware available at

low cost
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• PCI DSS requires anti-malware software on all at-risk
devices

• Also requires that A-M be managed and monitored to
ensure it is active, working, and updated

• An endpoint management or network access control
system can enforce the A-M requirement
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JUST DO IT
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• Most attacks use malware
• Most malware gets in via phishing

(or other social-engineering techniques)
• The most effective defense against phishing 

and social engineering is an ongoing program 
of SECURITY TRAINING AND AWARENESS
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• Phishing campaigns and other social 
engineering exercises

• Basic and remedial training
• Online, quick and engaging 
• Significant improvement in just one round
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• How good are your backups?
• Are your backups protected?
• Do you have a DR plan integrated with 

backups?
• Do you have an incident response plan?
• Do you have comprehensive downtime plans?
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Ransomware attacks are becoming more targeted, sophisticated, 
and costly, even as the overall frequency of attacks remains 
consistent. Since early 2018, the incidence of broad, 
indiscriminate ransomware campaigns has sharply declined, but 
the losses from ransomware attacks have increased significantly, 
according to complaints received by IC3 and FBI case 
information.

Although state and local governments have been particularly 
visible targets for ransomware attacks, ransomware actors have 
also targeted health care organizations, industrial companies, 
and the transportation sector.

HOW IS RANSOMWARE SPREAD?
• Email phishing campaigns, increasingly 

targeted at specific organizations
• Exploitation of Remote Desktop Protocol
• Exploitation of software vulnerabilities
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IF MY SYSTEM IS INFECTED, SHOULD I PAY THE 
RANSOM? 
The FBI does not advocate paying a ransom, in part 
because it does not guarantee an organization will 
regain access to its data. In some cases, victims who 
paid a ransom were never provided with decryption 
keys. In addition, due to flaws in the encryption 
algorithms of certain malware variants, victims may not 
be able to recover some or all of their data even with a 
valid decryption key.

HOW CAN I PROTECT MYSELF AGAINST 
RANSOMWARE?
The most important defense for any organization 
against ransomware is a robust system of backups. 
Having a recent backup to restore from could prevent a 
ransomware attack from crippling your organization. 
The time to invest in backups and other cyber defenses 
is before an attacker strikes, not afterward when it may 
be too late.
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CYBER DEFENSE BEST PRACTICES
• Regularly backup data and ensure its integrity
• Ensure backups are protected 
• Focus on awareness and training
• Patch the OS, software, and firmware on all 

devices
• Use a centralized patch management system

CYBER DEFENSE BEST PRACTICES
• Ensure anti-malware solutions are set to 

automatically update and scan regularly
• Implement the least privilege for file, network, 

and share permissions
• Disable macro scripts for Office files 

transmitted by email
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CYBER DEFENSE BEST PRACTICES
• Consider using Office Viewer software for 

Office files received via email
• Implement software restriction policies that 

prevent execution in common malware 
locations

• Employ best practices for use of RDP

CYBER DEFENSE BEST PRACTICES
• Use 2-factor authentication for RDP and other 

remote access tools
• Implement application whitelisting
• Leverage virtualization to protect environment 

from unauthorized changes like encryption
• Categorize data and use network segmentation 

to secure valuable/sensitive data
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CYBER DEFENSE BEST PRACTICES
• Require user interaction for end-user 

applications communicating with websites 
uncategorized by the network proxy or firewall. 
For example, require users to type information 
or enter a password when their system 
communicates with a website uncategorized by 
the proxy or firewall.
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