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Why SECURITY mattersé

ñThe attackers have changed with the emergence of organized crime into 

these cybercrimes...It's all about the money now ... Profit is driving these 

groups.ò - FBI agent J. Keith Mularski, May 2009

According to Gartner, payment card fraud was the method most actively 

used by crooks to steal money, claiming 36 percent more victims in 2008 

than other types of fraud. - Gartner, March 2009

There were more than 222 million potentially compromised records in 

2009 - Identity Theft Resource Center Breach Report, Jan. 8, 2010

ñNearly twice as many people who lost money to fraud in 2008 changed 

their shopping, payment and e-commerce behavior," said Avivah Litan, 

vice president and distinguished analyst at Gartner, March 2009

Is your focus on compliance audits rather than security  making you a 

target? Is your risky behavior potentially causing you to lose customers?

Remember, compliance is a byproduct of SECURITY



According to Verizonôs 2011 Data 

Breach Investigations Report (DBIR)

79% of records were compromised 

through malware

2/3 of malware investigated was 

customized

79% of compromises were not 

discovered until, weeks, months or 

years had past

Data security is not all about 

prevention; it also requires detection 

and monitoring!



Breached organizations are 50 percent 

less likely to be PCI-compliant than a 

"normal population of PCI clients.ñ

Top attack methods used to 

compromise payment card data:

Ámalware and hacking (25%)

ÁSQL injections (24%)

Áexploitation of default or guessable 

credentials (21%)



1. The 2010 Verizon Data Breach Investigations Report 
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Breached Records by Year

PCI PTS

ÅPCI compliant organizations suffer fewer data breaches

ÅOrganizations reporting compliance with the standards has 

increased tremendously over the last year

ÅThe volume of breaches reported in the Verizon DBIR 

decreased close to a hundredfold from their 2008 peaks 

PCI 

PA-DSS

PCI 

DSS

1.The Ponemon Instituteôs 2011 PCI DSS Compliance Trends Study



Open, global forum
Founded 2006

Responsible for PCI Security Standards

ÅDevelopment

ÅManagement

ÅEducation

ÅAwareness



More than 600 organizations have joined

North America: 480

Asia Pacific: 33

Europe: 96

Latin  America / 

Caribbean: 8

Central Europe / Middle East / 

Africa: 17
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Evolving requirements

Additional guidance

Clarifications

Your feedback has made the standard 

more mature and will help secure 

payment card data well into the future!



ÅScoping

ÅLogging

ÅRisk-based approach

ÅAlignment between PA-DSS & 

PCI-DSS

ÅRecognition of small merchant 

environments

ÅNew website and updated 

supporting documentation



Wireless

EMV

EncryptionTokenization

Virtualization Mobile
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