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‘ What are the threats to card data?

How can you defend your card data?
What is the Council doing to help you?
What tools are available to get you secure?

How can you be involved?
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AnThe attackers have changed with th
these cybercrimes...It's all about the money now ... Profit is driving these
g r o u pF8lagent J. Keith Mularski, May 2009
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According to Gartner, payment card fraud was the method most actively
used by crooks to steal money, claiming 36 percent more victims in 2008
than other types of fraud. - Gartner, March 2009

There were more than 222 million potentially compromised records in
2009 - Identity Theft Resource Center Breach Report, Jan. 8, 2010

ANearly twice as many people who | o
their shopping, payment and e-commerce behavior," said Avivah Litan,
vice president and distinguished analyst at Gartner, March 2009

Is your focus on compliance audits rather than security making you a
target? Is your risky behavior potentially causing you to lose customers?

Remember, compliance is a byproduct of SECURITY
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According to Veri z
Breach Investigations Report (DBIR)
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79% of records were compromised
through malware

2/3 of malware investigated was
customized

79% of compromises were not
discovered until, weeks, months or
years had past

Data security is not all about e
prevention; it also requires detection i—=_..
and monitoring!
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Breached organizations are 50 percent
less likely to be PCIl-compliant than a
"nor mal popul ati on

A stur y conducted oy the'er.zor PCland RISK Intellic ence trams.

Top attack methods used to
compromise payment card data:

A malware and hacking (25%)
A SQL injections (24%)

A exploitation of default or guessable
credentials (21%)

Veﬂ.mﬂbusiness

Security Solutions powered by Cybertrust
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Figure 3_Industry groups representad by percent of breaches
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1. The 2010 Verizon Data Breach Investigations Report
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' How can you defend your card data?
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Payment Card Industry Security Standards

Protection of Cardholder Payment Data

Software
Developers Merchant &

Manufacturers Processors

PCIl PA
PCI PTS DSS PCI DSS

Pin Entry Devices PTe Data Security
Application Standard

Vendors

Ecosystem of payment devices, applications, infrastructure and users
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A PCI compliant organizations suffer fewer data breaches

A Organizations reporting compliance with the standards has
Increased tremendously over the last year

A The volume of breaches reported in the Verizon DBIR
decreased close to a hundredfold from their 2008 peaks

1.The Ponemon 2011PCtOS$E Qomelidnse Trends Study
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Open, global forum
Founded 2006

ADevelopment
AManagement
AEducation
AAwareness
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More than 600 organizations have joined
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» A8 Asia Pacific: 33
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Latin America/
Caribbean: 8
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. What is the Council doing to help you?
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» Security -
Standards Counci

Payment Card Industry (PCI)
Data Security Standard

Requirements and Security Assessment Procedures

Version 2.0
October 2010
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» Security b
Standards Council

Payment Card Industry (PCl)
Payment Application Data Security Standard

Requirements and Security Assessment Procedures
Version 2.0
Octobar 20140
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. Security -5
Standards Counci

Payment Card Industry (PCI)
PIN Transaction Security (PTS)
Point of Interaction (POI)

Modular Security Requirements
Version 3.0

April 2010
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Clarifications

Additional guidance

Evolving requirements

Your feedback has made the standard
more mature and will help secure
payment card data well into the future!
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AScoping
ALogging
ARisk-based approach

AAlignment between PA-DSS &
PCI-DSS

ARecognition of small merchant
environments

ANew website and updated
supporting documentation
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. What tools are available to get you secure?
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Security

Us] https.//www.pcisecunitystandards.org
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Home

Standards Coundil

For Merchants

s & Documents

Approved Companies & Providers

Contact FAQs

Change Your Language «

Training

Welcome to the PCI Security Standards Council

MERCHANTS

Find out why and how o
become compdant wih PC!
Securty Standards

Learn More

NEWS

December 10, 2010

PCI Security Standards Count

i

FINANCIAL
INSTITUTIONS

Resources to assist with
compiance efforts for your
organization

Learn More

Annc

Forensic Investigator (PFI) Program

October 28, 2010
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tibe Q¥andarde CSoaune
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HARDWARE /
SOFTWARE

Resources designed for
developers and device
manufacturers

Learn More

SERVICES AND
PROFESSIONALS

Quick sccess to resources
developed for ndustry
professonals

Learn More

News & Events About Us Get Invoilved

Now Available!

Please cick here to download the new standards
and supporting documents from the document ibracy

EVENTS

NRF 100th Annual Convention & Expo
January 09, 2011
European Card Acquiring Forum

Fedbruary 06, 2011

2011 Hospitality Law Conference

February 09, 2011

Meet our
Participating
Organizations
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Overview of the PCI DSS
Information Supplement

The naar ubiquaty of wirciess notworks makes
& 1op prionty for organezat
of transmit carcholder data. In response, the PG
Securtty Stardards Counctl Speacial intersst Grg
Implemantation Team has publahed an infor
supplament calied PCI DSS Wirdess Gudeling)
The goal of thes document = to heip organtzahit
understand how PCI DSS applies 10 wirdless
emdronments, how % kmit the PCI 0SS
pertans 1o wirekss, andd provide practy
and CONCHPRS for teg
n payment Gard ransaction ervironments. It 59
akso iended for assessons who audit PCI DSS
complilance. Ths A1-a-Glanos i & summary of
12-page Gudeline.
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